
Title Description Reference 

The Artificial Intelligence 
Act 

Regulates AI systems based on risk, mandating 
cybersecurity for high-risk AI applications. 

https://eur-lex.europa.eu/eli/reg/2024/1689/oj 

The Artificial Intelligence 
Liability Directive 

Establishes liability rules for AI-related harm, 
indirectly supporting cybersecurity accountability. 

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52022PC0496  

The Corporate 
Sustainability Due 
Diligence Directive 
(CSDDD) 

Requires companies to address cybersecurity risks 
in supply chains as part of sustainability. 

https://eur-lex.europa.eu/eli/dir/2024/1760/oj 

The Critical Entities 
Resilience Directive 
(CER) 

Strengthens resilience of critical entities (e.g., 
energy, transport) against physical and cyber 
threats. 

https://eur-lex.europa.eu/eli/dir/2022/2557/oj 

The Digital Fairness Act Proposed to ensure fair digital practices, with 
potential cybersecurity implications. 

https://ec.europa.eu/commission/presscorner/detail/en/qanda_24_4909  

The Digital Markets Act 
(DMA) 

Ensures fair competition in digital markets, with 
cybersecurity implications for gatekeeper 
platforms. 

https://eur-lex.europa.eu/eli/reg/2022/1925/oj 

The Digital Networks Act 
(DNA) 

Aims to secure digital infrastructure and networks 
(still in early proposal stage). 

https://digital-strategy.ec.europa.eu/en/policies/connectivity  

The Digital Operational 
Resilience Act (DORA) 

Ensures financial entities’ ICT systems are 
resilient, with rules on risk management, incident 
reporting, and third-party oversight. 

https://eur-lex.europa.eu/eli/reg/2022/2554/oj 

The Digital Services Act 
(DSA) 

Regulates online platforms to ensure safer digital 
spaces, including measures against illegal content 
and cyber threats. 

https://eur-lex.europa.eu/eli/reg/2022/2065/oj 
https://commission.europa.eu/strategy-and-policy/priorities-2019-
2024/europe-fit-digital-age/digital-services-act_en 

The EU Cyber Diplomacy 
Toolbox (CDT) 

Guides EU’s response to cyberattacks via 
sanctions and diplomacy. 

https://www.eeas.europa.eu/eeas/digital-diplomacy_en 

The EU Cyber Solidarity 
Act 

Promotes cross-border cyber threat response and 
mutual assistance among Member States. 

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=COM%3A2023%3A209%3AFIN  
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The European Chips Act Boosts EU semiconductor production with 
cybersecurity requirements for chip supply chain 
resilience. 

https://eur-lex.europa.eu/eli/reg/2023/1781/oj 

The European Cloud and 
AI Development Act 

Proposed to boost secure cloud and AI 
infrastructure. 

https://ec.europa.eu/info/law/better-regulation/have-your-
say/initiatives/14628-Cloud-and-AI-Development-Act_en 

The European Cyber 
Defence Policy 

Guides EU’s military and civilian cyber defense 
capabilities. 

https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-policies 

The European Cyber 
Resilience Act (CRA) 

Sets cybersecurity standards for digital products, 
requiring secure design and vulnerability 
reporting. 

https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act 

The European Data Act Promotes fair data access and sharing, including 
for IoT devices, with cybersecurity safeguards for 
non-personal data. 

https://eur-lex.europa.eu/eli/reg/2023/2854/oj 

The European Data 
Governance Act (DGA) 

Facilitates secure data sharing across sectors, 
setting rules for data intermediaries and public 
sector data reuse. 

https://digital-strategy.ec.europa.eu/en/policies/data-governance-act 

The European Digital 
Identity Regulation 
(eIDAS) 

Establishes secure EU-wide digital identity wallets 
with cybersecurity standards. 

https://eidas.ec.europa.eu/efda/home 

The European ePrivacy 
Regulation 

Updates privacy rules for electronic 
communications, complementing GDPR with 
cybersecurity measures. 

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52017PC0010  

The European Financial 
Data Space (EFDS) 

Promotes secure financial data sharing with 
cybersecurity requirements. 

https://finance.ec.europa.eu/regulation-and-supervision/financial-
services-legislation_en 

The European Health 
Data Space (EHDS) 

Secures health data sharing with cybersecurity 
standards for interoperability. 

https://eur-lex.europa.eu/eli/reg/2024/1747/oj 

The European Media 
Freedom Act (EMFA) 

Protects media from cyberattacks and ensures 
digital platform transparency. 

https://eur-lex.europa.eu/eli/reg/2024/1083/oj 
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The European Quantum 
Act 

Promotes quantum tech with cybersecurity 
standards for quantum systems. 

https://digital-strategy.ec.europa.eu/en/library/european-declaration-
quantum-technologies 

The European Space 
Law (EUSL) 

Proposed to secure space assets, including 
cybersecurity for satellites. 

https://www.eesc.europa.eu/en/our-work/opinions-information-
reports/opinions/eu-space-act 

The EU-US Data Privacy 
Framework 

Ensures secure transatlantic data flows with 
cybersecurity safeguards. 

https://eur-lex.europa.eu/eli/dec/2023/1795/oj 

The Financial Data 
Access (FiDA) Regulation 

Enables secure access to financial data, 
emphasizing cybersecurity for open finance. 

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52023PC0360  

The Framework for 
Artificial Intelligence 
Cybersecurity Practices 
(FAICP) 

Provides guidelines for securing AI systems (non-
binding framework, not a law). 

https://www.enisa.europa.eu/publications/multilayer-framework-for-
good-cybersecurity-practices-for-ai 

The General Data 
Protection Regulation 
(GDPR) 

Sets strict rules for personal data protection, 
including cybersecurity measures. 

https://eur-lex.europa.eu/eli/reg/2016/679/oj 

The Internal Market 
Emergency and 
Resilience Act (IMERA) 

Ensures market resilience during crises, including 
cyber threats. 

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52022PC0461  

The NIS 2 Directive Enhances cybersecurity across EU by setting 
stricter requirements for critical infrastructure 
protection and incident reporting. 

https://eur-lex.europa.eu/eli/dir/2022/2555/oj 

The Payment Services 
Directive 3 (PSD3), 
Payment Services 
Regulation (PSR) 

Strengthens cybersecurity for payment services, 
enhancing fraud prevention. 

https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52023PC0366  

The Strategic Compass 
of the European Union 

Outlines security priorities, including 
cybersecurity and hybrid threat response. 

https://www.eeas.europa.eu/eeas/strategic-compass-security-and-
defence_en 

The Systemic Cyber 
Incident Coordination 
Framework (EU-SCICF) 

Coordinates responses to large-scale cyber 
incidents across the EU. 

https://www.esrb.europa.eu/home/html/index.en.html#/search/EU-
SCICF/1 
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